To proposes an optimal solution for changing the existing communication network from type "star" to a dual-or triple-connected topology. To proposes a model for quantifying the quality, the continuity and fault tolerance of services provided to achieve a technologic and structural improvement of the communication network.
Introduction
In their daily activities, we strive to set goals to achieve that it is necessary to solve interrelated problems [1, 2] . Each of these problems usually has multiple solutions. It is natural the preference to choose from many possible solutions the best one, that is the optimal solution [3] .
Building of a technically heterogeneous structure requires defining a suitable network topology which will allow an optimal execution of the information tasks of the communication network customers. Therefore the optimization of the network structure will lead to optimizations of the information flows in the computer communication networks and in this respect the customer applications will be performed better for achieving the guaranteed quality [4, 5, 6] . The reasons above define the scope of the paper, namely to find out a suitable network topology, which will affect the management of information flows. A topology synthesis is proposed in the paper and an optimal decision for transforming the existing communication network from type "star" to a dual-or triple-connected topology. Moreover, a model for quantified evaluation of quality is proposed as well as fault tolerance of services for technological and structural improvement of the communication network.
Definition of Channel Bandwidth through Time Measurements
The communication channel bandwidth is the maximum amount of information that can pass through this channel per unit time.
There are three methods for measuring the time delays of a communication network -active measurement, passive measurement and hybrid measurement. After analysis of these three methods [7] , for the purpose of research it was decided to use active network measurement.
The calculation of bandwidth communications network to the respective nodes is implemented through data obtained from the use of networking tools Ping, Traceroute and Pathchar. The biggest advantage of these three tools is the lack of synchronization between the initial and final unit. They work independently, providing RTT without using much effort [8, 9] .
To calculate the RTT [8, 10] , it is important to be investigated how a given packet passes on the way.
Viewing is a formula for calculating bandwidth R between two hosts (network devices) using ping packets of different sizes L and RTT, which is indicated by Z. We analyze which parts contribute to the RTT measured by ping tool for the connection between two hosts A and B. We assume that RTT Z connection with throughput using R package size L is a combination of transmission delay (transmission delay) and other delays V. for this calculation, ignore the processing time in the receiving host B. The package, which returns has the same size as the package sent [11, 12] . The formula for RTT is respectively: (1) .
Only we know the values of Z and L, but not the V so that we can not calculate R. However, if the measure RTT Z for two different packet sizes L (and we assume that V remains the same size for each packet), it can eliminate V. This leads to the two following formulas 2 and 3:
.
We assume that L 1 > L 2 and Z 1 > Z 2 . Now we eliminate V and receive: (4) .
The result obtained defines a model for determining the bandwidth of communication channels of the existing topology from type "star" on the basis of measured timedelays.
The bandwidth reached between two hosts [13] is calculated using two measurements with two different sizes that can easily and quickly build on the basis of defined requirements and possible future expansion of the network used. PRTG Network Monitor is powerful software tool but also easy to use and is designed for network professionals for continuous monitoring of networks.
The results of all calculations made are graficaly shown in [7] and summarized in the Table 1   Table 2 3. Triple-connected Network Design Based on the Existing Topology of the Type "Star"
Model Determination Regarding Triple-connected Communication Network between Individual Points
Computer networks response time depends mainly on several factors such as delays of computer systems, routing Based on the results obtained we can summarize the following: the existing already communication network from type "star" causes failures in the information communication between the individual nodes. This will lead to problems accessing the subsidiary network and the normal connectivity as well. The lack of connectivity between the individual nodes in the network varies from 10 min. up to 23 hours, which is unacceptable. The calculated bandwidth shows approximately equal capacities of the network between the individual endpoints.
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algorithms, delay signals on the lines, algorithms for access requests to the computer network, etc. The service quality will be increased in case of limiting the time-delays and optimizing the ratios of various factors causing delays [14] .
In case of constructing a technical heterogeneous WAN network, we need to model and experiment the management procedures and traffic optimizations. Such studies enable the optimization of information flows in computer communication networks and simplifies their connection to the applications requiring guaranteed quality of servicing [15, 16] .
The exact location of the individual points, that represent the actual information network, show a connectivity from type "star" (See figure 1) . Having in mind that the whole information flow runs through a single node, due to the centralized management, in case of failures of the connection between the single points the consequences could be classified as job losses and isolation between the single nodes of the communication network. The network consists of 27 nodes, which represents the subsidiaries in the different cities providing information services.
The topology presented in figure 1 reflects that each remote node is connected to the main one. In this case adding new nodes to the network is simplified as all configurations include the central node. The shortcoming of the presented topology can be classified as dependence of the central node:
• In case of failure of the device at the central node, all other branches will stop communicating. There is a single point of interruption.
• In case of any temporary downturns or any other difficulties of the devices in the centre, the complete information flow will be affected.
• In case of any communication of two branches that are located geographically close, the whole traffic has to be only through the main node.
A multi-connected topology that reveals the decision for improving the connectivity between the single nodes can be seen in figure 2 . In the presented case of topology it is expected an improved exchange of information flows. However, if the central communication node fails, it will not be possible to block the job of all endpoints. We will achieve the interchangeability between the communication channels and we will eliminate any cases of breaking the information flows. In this new connectivity defined it is possible also to calculate theoretically the time-delays between the single nodes of the virtual network. The presented topology enables reaching the following advantages:
• There is no single point of interruption. In order to provide connectivity between the network nodes, there is no need to rely entirely on the central branch. In case of any network problems, just the affected part of the network will stop working and the whole network will continue communicating.
• The overall performance depends not only on the productivity of the system.
• Any nodes located geographically close can communicate directly and there is no need to communicate through the centre.
In order to define additional connections between the nodes their geographical location has to be considered, as well as the rule that each point representing a node has to have at least 4 additional routes excluding the ones of the existing network.
Time-delays Calculations between the Nodes of Individual Virtual Routes
Following the theoretically defined model the timedelays of the additionally channels between the end points can be calculated based on the defined new connectivity. Due to these calculations we can reach interchangeability between the channels. The calculation of the time delay between nodes of a virtual network can be used as a basis for any estimations made.
We will apply the PRTG Network Monitor tool and Ping tool software. The results received will be divided by two as the delay time is measured on the basis of sending and receiving of the package in both directions.
Using formula (5) the theoretical time-delays between the nodes of the added virtual channels are defined as follows: information technologies and control Table 3 gives an overview of the average time-delays of the existing network as well as the theoretically calculated ones.
We can conclude that the above results point out a significant difference between them, which is a prerequisite for a decreased bandwidth among the measured ones in practice. Due to this fact there are delays and even greater possibilities for problems emerging from communication between the nodes and fault tolerance.
Defining the Optimization Problem for Network Connectivity Determination
The main research purpose of the paper is to identify and solve an optimizing problem for defining the connectivity of the network. The research is based on the results measuring time-delays and the communication network failures. The paper proposes a decision for the transition from type "star" to a dual-and triple-connectivity. The parameters for this problem are the actual time-delays measured in practice and the time-delays between the individual nodes, which are theoretically measured. These measured and calculated time-delays are used as weights in the criterion function of the defined and solved optimization problem.
The optimizing problem is defined as a linear optimizing problem, which identifies the maximal information flow between all pairs of nodes and the information that can be transported through the network. It is defined and solved in [17, 18, 19] .
The problem that determines the maximal flow in the network is based on the following given items:
• network topology;
• traffic volume matrix which has to be transferred between each pair of nodes of the network;
• weights of the network arches, which define the "price" of transferring unit volume traffic along the respective arch.
Solving this problem shows clearly the necessary bandwidth of the channels. After that we can receive the given matrix of the volumes traffic between the individual nodes.
The problem is defined as a linear programming problem, such as:
c − is the "price" matrix for transferring a unit volume along the respective arch of the network; b − is the matrix of the traffic volume which has to be transferred between each pair of nodes in the network;
x − is the decision of the problem, where x is the bandwidth of the respective arch in the network.
In order to synthesize the topology of a dual-and triple-connected network, in the research paper we use and then modify the above problem as follows:
• Using an initial full-connected topology of the network. The decisions of the problem define which lines of the full-connected topology has to omitted in order to reach the wished dual-and triple-connected network.
• The decisions x are determined so that to belong to the set 0 or 1. If the value is x i = 1, the respective arch Table 3 information technologies and control remains in the network topology. If the value is x i = 0, the arch will not be in the network topology. So the basic problem for defining the maximal flow will be modified into a linear problem of integer programming.
• The matrix of the necessary traffic volume, b, which has to be transferred in the network is modified and accepts values 2 or 3 for each pair of nodes. In such way the topology for a dual-or triple-connected network is synthesized.
The criterion function for a synthesis of topology is the following [20] :
The matrix c has an engineering content of the delays in the individual line. The numerical values of the delays are obtained by the measurements as well as theoretically calculated in [7] .
The problem solution x is limited within [0 and 1]. Moreover, the value of the variable x i determines if either there is a communication channel (x i = 1) or there is no channel at all (x i = 0).
We have to point out that there is the following technical particularity -when defining the variables x i an index is used, instead of the explanations in the text regarding x i,j which is interpreted as an arch between nodes i and j.
The problem constraints are determined according to the model in [17, 18] for defining the maximal flow in the network. Constraints are the possible sections of arches which removal separates all connections between the analyzed pair of nodes.
The criterion function of the problem can be defined analytically as follows:
The following constraints for the non-negativity have to be respected also: The solutions x have values either 1 or 0. The constraints vector b j has two parametric states as follows:
• Parametric state one, which determines constraint 2 of the criterion function for finding the best two routes between the nodes (synthesis of a dual-connected network).
• Parametric state two, which determines constraint 3 of the criterion function for finding the best three routes between the nodes (synthesis of a triple-connected network).
The generalized view of the constraints of the criterion function is the following: (10) a 1 x 1 + a 2 x 2 + a 3 x 3 + ... a i x j ≥ b j In order to receive a dual-(triple-) connected network it is necessary to point out all sections of each pair of nodes in the network. In this way the constraints of the problem will increase drastically.
The generalized view of the determined optimization problem is the following:
where c i -measured really and theoretically calculated timedelays between the nodes.
The solution x defines the topology of the communication network that can be synthesized.
According to the conditions set for synthesizing a dual-and triple-connected network, we define the constraints of the problem considering the connectivity between the individual nodes. The solutions of the optimizing problem determine the new topology of the dual-or triple-connected network. The solution received shows that there is some potential for improving the determined communication network [21] . The optimization leads to the understanding that defining the topology of the network can be synthesized at a minimal price, when the condition for reliability is met also. The network connectivity can be quantified and determines the network reliability.
The optimizing problem is solved after applying the Matlab product and its function bintprog, which is the following: In order to receive exact and correct values, the matrix A parameters are inverted and the same has to be done for the constraint b also. Therefore the end function used in the paper is the following [22] : (15) Table 4 The research problem refers to 27 nodes. Table 4 represents the matching of each variable number with its respective pair of nodes.
Matrix A has a rectangular shape and over 360 constraints which are determined according to the equations for a maximal flow in the network. Among these constraints there are such repeating inequalities, although they refer to a different pair of nodes. The reason for these repeating inequalities is that the respective component from matrix b is one and the same number, 2 or 3. Therefore, when determining the optimization problem in this paper the same inequalities are reduced to a single inequality, which is applied in the optimization problem. After reducing the repeating inequalities there are 141 inequalities included and matrix A is transformed to 111 columns and 141 rows. Therefore, the determined problem has 111 variables. The optimization problem is solved with 111 variables and 141 constraints.
The problem is modified in such a way to receive solutions for a dual-and triple-connected network. All solutions obtained are illustrated graphically for a better interpretation of the results. These solutions are presented through the analyzed three models with the respective parametric states.
Analysis of the Results for Designing a Network
The three models for determining the optimal option which leads to improving the existing communication network are analyzed in this section. The results obtained are evaluated also. Based on a topology synthesis the best model with the respective parametric state is selected for the transition of the existing topology type "star" to a distributed triple-connected network between the single node points. The main objective is to achieve continuous information flows.
Model 1 and the results for the parametric state 1 for a topology synthesis of the two best routes are shown in figure 3 . The existing network of type "star" includes just two connections left. Moreover, some of the node groups are isolated also and this is the reason why this parametric state cannot be applied for the research purpose and tasks of the paper.
Model 1 and the results for the parametric state 2 for a topology synthesis of the three best routes are shown in figure 4 . The existing network includes just three connections left. In comparison to the previous parametric state, there are no isolated nodes from the main idea of the network. On the other hand, there is an asymmetry as node 1 has no connection to its neighboring points but it is connected to the end points − 23, 26, 27.
We can accept this parametric state bearing in mind that there is a comprehensive distribution of the alternative routes and they are interchangeable. Based on these results, we can conclude that the parametric state 2 is an acceptable option to some extent as it is possible to improve the existing communication network.
Furthermore, the second model of the results can be analyzed quantitatively. The weights of the existing network are with their minimal values and for this given case we use the factor 0. This means that the existing network has already a solid connection with the rest endpoints.
Model 2 and the results for the parametric state 1 for a topology synthesis of the two best routes are shown in figure 5 . The existing network is with zero values, in order to retain all available connections. We can remove the connections between nodes 1 and 3, as well as the connections between the nodes 1 and 6, using the results received. We can conclude that the designed network is not acceptable because the possible interruptions of the central node could lead to some connection failures between the individual subsidiaries.
Model 2 and the parametric state 2 for the topology synthesis of the three best routes are shown in figure 6 . In this case all connections of the existing network are retained. The obtained topology is not acceptable either, due to the fact that in case of any central node interruptions, the communication between the individual subsidiaries will be lost and it will lead to failures and missing information resources.
information technologies and control Based on the above results we can conclude that the model is not applicable for the research paper purpose and tasks because there is no improvement of the continuity of servicing the information resources, neither there is any improvement of the communication network structure.
Model 3 and the results of the parametric state 1 for a topology synthesis of the two best routes are shown in figure 7 . There is a fragmentation of the network as the results obtained lead to 6 entirely independent groups of nodes. Following this, the received network topology does not lead to any improvements of the existing communication structure at all. So, we cannot use it as an alternative for providing continuous information flows and services.
Model 3 and the parametric state 2 for the topology synthesis of the three best routes are presented in figure  8 . It shows a relatively good position and state as there are no isolated nodes in comparison to the previous state. At the same time there are some critical node points (between information technologies and control nodes 1 and 7, nodes 8 and 9, nodes 3 and 10, nodes 14 and 15). Applying appropriate planning and adding of some additional spare connection channels we can eliminate them. This parametric state is an acceptable option, having in mind the overall distribution of the alternative routes and their interchangeability. We can come the conclusion that the parametric state 2 of the model is a suitable alternative for improving the existing communication network.
After constructing these possible models with their respective parametric states we can proceed with their graphical visualization. That is why we present all 27 nodes in a A.
Sum of the connections of a single node to the rest nodes B.
Sum of the time delays of the connections of a single node with the rest nodes C.
System dependence on a single node D.
Nodes group number square matrix (27 x 27) where each row and column fits each individual node (from 1 up to 27). All criteria used for evaluation of the three scenarios are presented in table 5. The A. criterion is a sum of all connections of a given node. The respective symmetric values are not included in this sum as the sum includes just the connections located to the right of the main diagonal. The B. criterion is a sum of the time-delays of the connections of a given node with the rest nodes, presented in the respective row. Similarly this sum does not include any symmetric values, just the timedelays located to the right of the main diagonal.
Table 5
The quantified analysis of the three models with the respective parametric states is presented in After analyzing Model 1 with its both parametric states -1 and 2 we can summarize the results obtained [7] . It is shown there that all nodes are connected with each other, just in one group and are respectively marked.
We use the actual measurements of the time-delays as weights in this model. The results for the parametric state one show isolation of the nodes groups. Due to this fact we cannot use it further for improving the network connectivity.
Regarding the parametric state 2 of this model we obtain an acceptable option but there is a disadvantage due to its asymmetry. The node 1 has no connection with its neighboring nodes located geographically nearby. For this state there are some critical access points as well.
The results obtained for both parametric states of Model 2 are presented elsewhere [7] . There is a complete dependence on the node 1 as it is connected with all the rest nodes.
Except for the nodes connectivity in both tables the values for the selected criteria A. and B. are included. As mentioned above, each row in the A. column shows the number of connections of a given node with the rest nodes, without their symmetric values. Each row in the B. column shows the respective sum of the time-delays of the given node. Furthermore, the results of these criteria are used as a basis for comparison and evaluation of the different options.
According to the results obtained for both parametric states of the Model 2 we can sum up that it is not appropriate for any further improvements as the existing structure and asymmetry of the newly added connections is one and the same. This option lacks a secure and reliable connection between the nodes in the subsidiary network of the analyzed structure.
The results obtained regarding the two parametric states of model 3 are presented [7] . Analyzing Model 3 and its parametric state 1, we can sum up that it leads to a constant isolation of the nods groups and this topology is not applicable due to the same reasons mentioned above. Analyzing Model 3 and its parametric state 2, the best optimal topology location of the alternative routes obtained is presented, although there are some critical points as well.
Based on the results from the analysis of Model 2 with its two parametric states 1 and 2, we can conclude that the values of sum of time-delays (the B. criterion) are the lowest and there are no interruptions between the nodes. criterion but on the other hand, there are no interruptions between the nodes and no dependence on a single node. Therefore Model 3 for the parametric state 2 presents the best option for the distributed network as the sum of the time-delays is the lowest.
After analyzing the three models for improving the continuity of communication and information services and the quality of the services provided, we can conclude that the last Model 3 for its parametric state 2 is the optimal one. In this case the level of the alternative routes is acceptable and it will lead to continuous and secure information resources.
The contributions of this paper are focused on some improvements of the analyzed network communication structure applying a topology synthesis. The main results, we are expecting from the research paper, are namely the substantial reduction of failures and connection losses between the single endpoints.
Conclusions
The main results have scientific features. They can be applied in the practice as well.
Problems for finding out the shortest route from a single node to the rest nodes of the network are presented in this paper. The models for formalization of information and communication flows in networks are also analyzed through graphs. The network topology influence is evaluated as well as their features, advantages and disadvantages.
Through measurements, bandwidth and time-delays in the network are defined and analyzed regarding the information flows. Moreover, is evaluated the failures of nodes connections as a fault tolerance feature of the existing communication network from type "star".
Algorithm for determining the theoretical time-delays between the nodes of the additional alternative communication channels is synthesized. When determining the problem for an optimal synthesis of the network topology the measured and theoretically calculated time-delays are used.
The optimization problem is determined and solved regarding the structure identification of the communication network with 27 nodes as a dual-or triple-connected one. The decisions obtained are analyzed in details and a quantitative analysis is proposed of the results obtained in order to achieve information flows continuity.
Three models are discussed and analyzed to determine the optimal option for improving the existing network through the results of the optimization problem. A quantitative assessment of results is made. Based on the topological synthesis was chosen the best model with appropriate parametric able to move from an existing topology "star" to triple-connected network between nodes in order to achieve continuity of information flows.
The data used and the measurements done in the paper refer to the actual existing communication network in the practice of the company Information services (IS) Plc.
